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AGENDA

O Why are we here?

O What is your story?

O What are some key items to help your journey?
O Changes to Desktop Security

O WVaaS: Servicing your Security Needs
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WHAT ISYOUR INTEREST IN THIS SESSION?
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On-premises —

Legacy devices
Windows 7
Office

Active Directory
ConfigMgr

Windows Defender
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+ Modern Workplace

Modern devices
Windows 10

Office 365

Azure Active Directory
Microsoft Intune

Microsoft Threat Protection



X Cloud-connect what you have today
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Device safeguards

Threat resistance

|dentity protection

Information security

Threat detection and| resp

pu ——
-

*For the supported lifetime of the device




THE MICROSOFT INTELLIGENT SECURITY GRAPH

450B monthly
authentications

Cyber threat intelligence collected

: 200+ global ——— - o
from unparalleled security clo;d S i
information sources A o s \
Billions of data points
Detect threats before they
do damage |
- +1B
: . Windows
. . Bing web updated
human |nte”|gence pages
scanned

. ............................................. 4OOB
e-mails analyzed



q Where do these data points come from?




WINDOWS 10: THE MOST SECURE WINDOWS EVER

PROTECT, DETECT, and RESPOND

@ o

Secure your Protect enterprise Enhance threat Secure your devices  Detect, investigate,
identities data resistance and connections and respond to
breaches
PRE-BREACH POST-BREACH
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Windows Update Windows Firewall
Trusted Platform Module

A

Device
protection

9,

Threat
resistance

'Requires TPM 1.2 or greater

Pre-breach

=

Identity
protection

BitLocker admin and
monitoring

BitLocker!

BitLocker To Go

Information
protection

Breach detection
investigation
& response
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Post-breach =——>



Windows Information
Protection3

Microsoft Edge
BitLocker admin and
monitoring
Windows Hello . -
) . Windows Defender Advanced
Trusted Platform Module Windows Hello? BitLocker To Go Threat Protection®

Windows Trusted Boot Windows Defender
Windows Update Windows Firewall

LA 9, A= [E

Device Threat Identity Information Breach detection
protection resistance protection protection investigation
& response
Pre-breach > Post-breach =——>)

'Requires TPM 1.2 or greater. 2Windows Hello requires specialized hardware such as fingerprint reader, illuminated IR sensor, or other biometric sensors depending on the authentication enabled. 3Windows Information Protection requires either Mobile Device
Management (MDM) or System Center Configuration Manager to manage settings. These products sold separately. Active Directory makes management easier but is not required. “Windows Enterprise feature.



Virtualizatiqn-based Windows Defender
security Application Control
UEFI Secure Boot Microsoft Edge
Windows Trusted Boot Windows Defender
Windows Update Windows Firewall

Credential Guard*
Windows Hello
companion devices

Device encryption
Windows Information
Protection3

BitLocker admin and
monitoring

Trusted Platform Module Windows Hello? BitLocker To Go

L& 9,

Device Threat
protection protection

Pre-breach

A

Identity
protection

Information
protection

Security management
Conditional access

Windows Defender Advanced
Threat Protection*

Breach detection
investigation
& response

Post-breach =——>

v

'Requires TPM 1.2 or greater. 2Windows Hello requires specialized hardware such as fingerprint reader, illuminated IR sensor, or other biometric sensors depending on the authentication enabled. *Windows Information Protection requires either Mobile Device
Management (MDM) or System Center Configuration Manager to manage settings. These products sold separately. Active Directory makes management easier but is not required. “Windows Enterprise feature.
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Hardware Based Isolation



HARDWARE BASED ISOLATION IN WINDOWS 10

| Windows Platform

L || Services

. —
Windows
Operating System

Hyper-V I Hyper-V

Device Hardware

System Container
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Hypervisor



DEVICE GUARD AND CREDENTIAL GUARD

Credential

| Windows Platform
HE  Services

. —
Windows System Container
Operating System y

Hyper-V I Hyper-V

Device Hardware
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Hypervisor



APPLICATION GUARD

| Windows Platform . | Windows Platform .
Ml Services PR Wl Services PR

Credential

Windows Defender Windows :
Application Guard Operating System i ConEine!
%
e Arraya Device Hardware

Hypervisor
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Windows Information Protection

Separates work and personal data
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Windows Operating System
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ENHANCE WINDOWS 10 DEPLOYMENT

WHAT'S NEW WITH WINDOWS 10 DEPLOYMENT?




DEPLOYMENT CHOICES

A brand new way of building, deploying, and servicing Windows

Traditional

Higher effort, but useful in some
scenarios

Image-based approach, for
existing or new PCs

Requires injecting drivers,
reinstalling apps, restoring data
and settings

Upgrade

No imaging
Let Windows do all the work

Automatically preserve all data,
settings, apps and drivers

Recommended for existing
Windows 7 and 8.1 devices

Modern

No imaging

Transform new devices so they
are ready for productive use
Lower effort, lower cost

Leverages the already-tuned
Windows 10 installation provided
by the OEM



WINDOWS AS A SERVICE: SERVICING WINDOWS

Quality Updates Feature Updates

A single cumulative update each month Targeting twice per year with new capabilities
Security fixes, reliability fixes, bug fixes, etc. Very reliable, with built-in rollback capabilities
Supersedes the previous month’s update Simple deployment using in-place upgrade,

driven by existing tools
No new features ’ &

Try them out with Security Update Validation Program TE/aeT Sl G =
(SUVP), other

Changes being implemented for older Windows releases as well



WINDOWS AS A SERVICE: DEPLOYING WINDOWS

Windows Insider Preview Branch Current Branch Current Branch for Business Long Term Servicing Branch

B

Specific feature and performance

feedback Deploy to appropriate audiences
Application compatibility Test and prepare for broad .
validation deployment Information workers Specialized systems

General population

Early adopters, initial pilots, Deploy for mission

v devi : critical systems
(9] . . IT devices Benefits from new features
~ Test machines, small pilots _ No need for frequent new
'5 Begins broad deployment features (or any sort of change)
L Too expensive for
o general population
i
)
=
=
2

STAGE

LRelease
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THINKING THROUGH DEPLOYMENT STRATEGY

@ Configure Insider PCs

* Lab or secondary PCs
* Enough to explore new features, measure compatibility

@ |dentify special PCs

* Deploy Windows 10 Enterprise LTSB
* Limited numbers (we hope)

@ Recruit volunteers for pilots

* W/illing participants who will provide feedback
* Cover the broadest set of apps and devices possible

Divide broad population of PCs

.: Arr ava » Standard deployment best practice
e y * Focus on risk reduction, minimizing disruption



Windows Analytics
Upgrade Readiness
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Overview » Upgrade Readiness

Lx

Solution
Settings

=)

]

Last 24 hours

=]
=]
=]

PRICRITIZE APPLICATIONS REVIEW APPLICATIOMS WITH KNOWN ISSUES REVIEW KNOWN DRIVER ISSUES RE

Nrar o 30k 584 a— STEP2:Resolve oY% 49 300 294 ‘

Total applications Applications in need of . Applications with known  Applications with known Drivers with known Drivers in need of review L
review .v ISsues issues issues in need of review issues T

important apps

More info @ More info @
L
IMPORTANCE APPLICATION COUNT - UPGRADE ASSESSMENT APPLICATION COUNT DRIVER AVAILABILITY DRIVER COUNT «
Prioritize applications Review applications with known issues
Low install count 7K e— Attention needed 49— Available in-box and from Win... 243 n— £
Assign importance levels to prioritize the applications you We've identified applications with issues known to
plan to test and validate. Important 17.2K  m—— Microsoft and suggest ways to resolve these issues when Fix available ] Import fram Windows Update I m .
possible.
Applications installed on 2% or less of your computer Mot reviewsd 584 1 Available inbox 16 1 F.
inventory are automatically assigned an importance of "Low
install count” and will not be shown to you in Step 2 unless Ignore 7 Check with vendor [ .
they have a known issues. If you plan to test some of these Review drivers with known issues
applications, we recommend changing importance to Unknown 11 L
“Impaortant” or "Business critical”. We've identified drivers that will migrate and drivers that
need attention, and suggest ways to resolve these issues L
when possible.
L8]
L«
Review low-risk apps and drivers I
We've provided popular criteria for reviewing apps and ;
drivers, so that you can rationalize over them quickly. You
can use these queries as-is, or you can customnize them to .

Assign importance Decide upgrade readiness Decide upgrade readiness

fit wour nroanizatinn's risl tolerance

-l O Type here to search
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Overview » Upgrade Readiness

Lx

Solution
Settings

=)

]

Last 24 hours

dln
PRIORITIZE APPLICATIONS REVIEW APPLICATIONS WITH KNOWN ISSUES REVIEW KNOWM DRIVER ISSUES RE
L] H .
STEP 1: Identify 30|( 584 a— STEP 2: Resolve 52 49 300 294
. Total applications Applications in need of - . Applications with known  Applications with known Drivers with known Drivers in need of review l
I I | pO rta nt ap pS review || ISSUES issues issues in need of review issues |
More info @ More info @
l
L. L. IMPORTANCE APPLICATION COUNT . L. R . - UPGRADE ASSESSMENT APPLICATION COUNT DRIVER AVAILABILITY DRIVER COUNT [
Prioritize applications Review applications with known issues
Low install count 17K — Attention needed 49— Available in-box and from Win... 243 n—
Assign importance levels to prioritize the applications you We've identified applications with issues known to
plan to test and validate. Important 17.2K  m—— Microsoft and suggest ways to resolve these issues when Fix available ] Impert from Windows Update 2 m
possible.
Applications installed on 2% or less of your computer Not reviewed 584 | Available inbax 16 1
inventory are automatically assigned an importance of “Low
install count” and will not be shown to you in Step 2 unless Ignore 71 Check with vendor 81
they have a known issues. If you plan to test some of these Review drivers with known issues
applications, we recommend changing impertance to Unkmown 11 [
“Important” or "Business critical”. We've identified drivers that will migrate and drivers that
need attention, and suggest ways to resolve these issues [
when possible.
(3
L
Review low-risk apps and drivers ,
We've provided popular criteria for reviewing apps and
drivers, so that you can rationalize over them quickly. You
Assign importance can use these queries as-is, or you can customize them to o Decide upgrade readiness Decide upgrade readiness

fit wour nroanizatinn's sl tnlerance

-l O Type here to search
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Overview » Upgrade Readiness
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Settings
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Last 24 hours

ol
REVIEW APPLICATIONS WITH KNOWN ISSUES REVIEW KNOWN DRIVER ISSUES REVIEW LOW-RISK APPS AND DRIVERS PRICRITIZE APP AND DRIVER TESTING
a— STEP2:Resolve [NoY 49 300 294 379 285 58 219
. Applications with known  Applications with known Drivers with known Drivers in need of review Low-risk applications in  Low-risk drivers in need Apps and Drivers to test  Apps and Drivers to test
Issues issues issues in need of review issues need of review of review to unblock 10% of to unblock 80% of
computers computers

More info @

Learn how to use this blade effectively on our blog.

R L. R i UPGRADE ASSESSMENT APPLICATION COUNT DRIVER AVAILABILITY DRIVER COUNT CRITERIA ITEM COUNT ITEMNAME ITEMVERSION RANK
Review applications with known issues
Attention needed 4% — Available in-box and from Win... 243 m— Apps with an IS5V support statement 39 Microsoft OneDrive 18.104.0323.0001 1
We've identified applications with issues known to
Microsoft and suggest ways to resolve these issues when Fix available | Import from Windows Update 2 m Apps that are "Highly adopted” 201 Microsoft TelemetryHo... 3.0.0.0 2
possible.
Available inbox 16 n Apps that are "Adopted” 48 PaloAltoNetworks.Glo...  4.1.2006.0 3
Check with vendor 81 Apps you have marked "lgnore 6 Microsoft Visual C++...  12.0.30501.0 4
Review drivers with known issues
Unknown 11 Drivers available on Windows Update 269 Microsoft Project Profe...  16.0.10228.20080 5
We've identified drivers that will migrate and drivers that
need attention, and suggest ways to resolve these issues Drivers available in-box 16 Microsoft Silverlight 5.1.50807.0 6
when possible.
OTHER APPS AND DRIVERS IN MEED OF REVIEW spuvcbvBd.sys 3.5.7.5801 7
CRITERIA ITEM COUNT  Microsoft Teams 1.1.00.17553 8
Review low-risk apps and drivers Mission and Business critical apps 0 Microsoft OneDrive 18.116.0610.0002 9
Wfa've provided popular cr?:e’ia. for reviewing apps an:! All apps that are not yet reviewed 500 OEZFSSE3 Twitter 6.000 10
drivers, so that you can rationalize over them quickly. You B
can use these queries as-is, or you can customize them to v Decide upgrade readiness Decide upgrade readiness All drivers that are not yet reviewed 204 See the list of items to test in order

fit vour nroanizatinn’s izl tolerance

-l O Type here to search
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DEPLOY ELIGIBLE COMPUTERS

_E!! STEP 3: Deploy -

More info @ OMPUTER

UPGRADE DECISIOM

Deploy Eligible Computers

Review in progress

MNow that you've resolved application and driver issues,
you're ready to start upgrading computers to Microsoft Ready to upgrade
Windows,

Won't upgrade
Select the list of computers that are ready to upgrade and
export it to your software distribution solution.

Computer Groups

Use the OMS Computer Groups feature to organize your
computers according to business area, geographic location,
discipline, or any other factors you find relevant.

Export computers

-l O Type here to search

36K m—

DEPLOY COMPUTERS BY GROUP

6

Computer Groups

GROUP NAME
Group 1

Dell Computers

Domain Computers from AD
[

Computers with EventlD 1309

Domain Computers

A\, Open in Azure

@YR STEP 4: Monitor

More info @

Update progress

Monitor the progress as you upgrade your computers to
the Target OS Version. For computers that have
attempted to upgrade and failed, we have provided the
error details wherever possible.

Driver Issues
We've identified issues with drivers or devices on your

upgraded computers and suggest ways to resolve these
issues when possible.

Feedback

Review the feedback submitted by your employees to
learn what they are saying about their experience after

their comnuter was nnaraded

o oE L e

UPDATE PROGRESS (LAST 30 DAYS)

Not started
\ 3.3k

5 SK Update completed
OMPUTER 1.9k
Failed

209

DEPLOYMENT STATUS COMPUTER COUNT

Mot started 33K m—
Update completed 19K m—
Failed 209

In progress 40

Progress stalled 34

Update deferred 1

See all..
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UPDATE PROGRESS (LAST 30 DAYS) DRIVER ISSUES USER FEEDBACK

Drivers with errors

” STEP 4: MOI’]ItOI’ \| ;o.lgtla(ned l—zurdware.neuices,andoriuers Ofﬁce add-ins

LLK Update completed 8 Apps and Games
More info @ OMPUTER 1.9« TOTAL 3 More info @
Failed 6 9 Windows Installation, Update, and...
~

DEPLOYMENT STATUS COMPUTER COUNT PROBLEM CODE DRIVER COUNT CATEGORY COUNT . .

Update progress Top Office Add-ins
. Mot started 33K — 28 - Driver not installed 30— Apps and Games 3 I— ) . ) . . .

Maonitor the progress as you upgrade your computers to Find out which Office add-ins are most frequently installed in
the Target OS Version. For computers that have Update completed 19K — 10 - Driver not started 18— Hardware, Devices, and Drivers 2 — your organization so you can prioritize your compatibility
attempted to upgrade and failed, we have provided the testing.
error details wherever possible. Failed 200 43 - Windows stopped the devi. 13 Nindows Installation, Update,... 2 m—

In progress 40 1 31 - Driver not loaded 0 mm Networks 1
Driver Issues Progress stalled 34
We've identified issues with drivers or devices on your Update deferred 11
upgraded computers and suggest ways to resolve these
issues when possible.
Feedback
Review the feedback submitted by your employees to
learn what they are saying about their experience after ) See all. Seeall.. See all.

their commuter was nnaraded

-l O Type here to search
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Office add-ins

More info @

Top Office Add-ins
Find out which Office add-ins are most frequently installed in

your organization so you can prioritize your compatibility
testing.

-l O Type here to search

TOP OFFICE ADD-INS

478 258

Unigue Office Add-ins

Unique Add-ins found on

more than one computer

OFFICE ADD-IN NAME

Microsoft Azure Information Pr...
OneNote Linked Notes Add-In
Microsoft Exchange Add-in
OneNote Notes about Outlook...
Microsoft VBA for Outlock Addin
Skype Meeting Add-in for Micr...
QOutlook Social Connector 2016
Microsoft Power Map for Exce
Inquire

Conversation History Add-in fo...

See all...

MUMBER OF INSTALLS

114K o—

46K

w
Fu
-

w
-
-

Site discovery

More info @

Most active sites

Find out which sites are most frequently visited so you can
pricritize your compatibility testing

Site activity by document mode

Review which document modes are used in visited sites,
Document modes are used to provide compatibility with
older versions of Internet Explorer and may use older web
technologies.

List of common browser queries

Use these queries to see the most used ActiveX controls,
top URLs with Enterprise Mode enabled, and more.

MOST ACTIVE SITES

38

Unigue names

SITE MAMES
www.bing.com
www.youtube.com
www.google.com
outlock.office.com
www.yahoo.com
Www.espn.com
loginive.com
WIWW.MS.Ccom
loginumicrosoftonline.com
www.facebook.com

See all...

47

Unique URLs

MUMBER OF VISITS
225.3K n—
222.6K n—
216 1K  m—
176.7K  —
T48.5K  m——
144K —
124.5K  m—
95.7K
753K

T35 mmm

SITE ACTIVITY BY DOCUMENT MODE

DOCMODE

IET1 Document Mode
IE7 Document Mode

IEE Enterprise Mode

DocMaode

See all...

IEN Document Mode

780.4k

IET Document Mode

626.9k

IE8 Enterprise Maode

334.3k

NUMBER OF VISITS
TE0AK  —
626.0K  m—
3343K mmmm

11K 1




Deploying Windows 10 and Office ProPlus with Confidence

We have new insights and solutions that reduce uncertainty from planning upgrades and decrease the time and
effort to successfully deploy Windows 10 and Office ProPlus.

» We have seen far fewer upgrade issues than in the past and most devices have no issues.

1. Plan Upgrades 2. Pilot for Confidence 3. Stay Current

« Windows Analytics and * Pilots are a best practice to « Semi-Annual Channel
Readiness Toolkit for Office frontload regression risk. (Targeted) for pilot and pre-
can help you plan an upgrade « Ensure coverage of in-house production user groups is a
and assess your risk with add- apps. recommended best practice.
in and macro inventory, « Pilot with representative users » This provides an early
macro issue scanning and who best understand your assessment up to 6 months
adoption of 3rd party add- business-critical solutions. ahead of the Semi-Annual
ins. release.

« They can also identify devices
where you can deploy faster
with higher confidence.



Windows
Analytics
Data Flow

Microsoft, as the “IT admin” for
consumers, uses telemetry to
ensure OS, app and driver releases
land with the right level of
quality/health/compat

Windows Analytics gives IT and
Partners telemetry-based insights
about their devices, exposed via
Azure Log Analytics

IT controls the level of telemetry
collected, which impacts Analytics
availability

MSFT Cloud

Azure Log Analytics

v

Telemetry
Service

Configure v
Control |;|

= 0o N

Telemetry GP/SCCM/Intune
Upload

N




Per Solution Requirements

' Solution oS Min Telemetry Level | Required Windows
Versions License

Upgrade Win7, 8, 10 Basic for most things No additional

Readiness requirements
Enhanced for win10 App Usage
and IE site discovery insights

Update Win10 Basic No additional

Compliance requirements

Device Win10 Enhanced E3, ES

health 1709 policy can “limit enhanced to just ~ Not required/enforced per seat
Windows Analytics events”

Note: All Windows Analytics are “zero rated” within Azure log analytics; not charged, don’t count
against data limits



WaaS Implementation Tools




Waa$S Implementation Tools

Windows Update

Cloud

Feature updates
installed as they are
released (subject to
throttling)

Delivery optimization
for peer-to-peer
distribution

Only option for
Windows 10 Home

Windows Update
for Business

Cloud

Feature updates can be
deferred

Builds on top of
Windows Update

Uses Windows Update
for content

Windows Server
Update Services

On-Prem

Feature updates are
deployed when you
approve them

Content distributed
from WSUS servers

BranchCache to reduce
bandwidth

System Center
Configuration Manager

On-Prem

Choice of task
sequence-based feature
updates or Windows 10
servicing capabillities

Content distributed
from ConfigMgr DPs

BranchCache or
ConfigMgr peer
caching to reduce
bandwidth



Windows Update for Business

Servicing from the cloud

Built on top of Windows Update for global scale

Implemented through additional policies configurable via
Group Policy, Intune (or other MDM services), Configuration

Manager

O Not Configured Comment: |
@ Enabled
O Disabled

Supported on:
Options:

E} Select when Preview Builds and Feature Updates are received - -

# Select when Preview Builds and Feature Updates are received a X

Next Setting

At least Windows Server or Windows 10

Help:

Select the Windows readiness level for the updates
you want to receive:

Semi-Annual Channel v

After a Preview Build or Feature Update is released,
defer receiving it for this many days:

Controls for deferring feature updates, quality updates 0 :

“Active Hours” to specify when users are likely away

Overview » Update Compliance (Preview)

Windows 10

Feature Updates
®

Current

Important Terms

In Progeess,

scheduled et 7 days

FATUREUFOATE | INSTALLED 1N PROGRESS  SONEORRED NEXT ) OAYS
Ic.u»;w
54.8% 8 d
CuRBENT NoT CUmENT
N7.6x
URREN T WRANCHT FOR BUSTESS TCRUT DEPTOVSERT STAT!
CSVERSON  CUMRINT FATURELFOATE | WESTALLED  INPROGAESS  SCHIOULED MEXT 7 OAYS

PUCERT STATUS

FATUREUPOATE | WSTALLID  INFPROGRESS  SOMICRKED NEXT 7 OAYS

POATE FALED

USDATE FALED

UPDATE FARED

STATUS URNOW

Y

STATUS UbsONOIN

146

STATUS LhNOI

Pause Preview Builds or Feature Updates starting:

(format yyyy-mm-dd example: 2016-10-30)

Enable this policy to specify the level of Preview Build or Feature
Updates to receive, and when.

* Preview Build - Fast: Devices set to this level will be the first to
receive new builds of Windows with features not yet available to the
general public. Select Fast to participate in identifying and
reporting issues to Microsoft, and provide suggestions on new
functionality.

* Preview Build - Slow: Devices set to this level receive new builds of
Windows before they are available to the general public, but at a
slower cadence than those set to Fast, and with changes and fixes
identified in earlier builds.

* Release Preview: Receive builds of Windows just before Microsoft
releases them to the general public.

* Semi-Annual Channel (Targeted): Receive feature updates when
they are released to the general public.

* Semi-Annual Channel: Feature updates will arrive when they are
declared Semi-Annual Channel. This usually occurs about 4 months
after Semi-Annual Channel (Targeted), indicating that Microsoft,

Independent Software Vendors (ISVs), partners and customer believe

Cancel Apply

<

Windows Analytics for compliance

reporting




Window

SerViCi ng frc (O Disabled

Ei Select when Preview Builds and Feature Updates are received

A./Select when Preview Builds and Feature Updates are received O X

IBUSSELNg Next Setting

() Not Configured ~ Comment: |

(® Enabled

Supported on:

Built on top of W

Implemented thr,
Group Policy, Int
Manager

Opticons:

Select the Windows readiness level for the updates
you want to receive:

Controls for def

1 M " S .'A |Cha I
Active Hours” tg > e -enne v

After a Preview Build or Feature Update is released,
defer receiving it for this many days:

-

30

-

» Update Compliance (Preview)

Pause Preview Builds or Feature Updates starting:
Windows 10 .
Feature Updates

(format yyyy-mm-dd example: 2016-10-30)

At least Windows Server or Windows 10

Help:

Enable this policy to specify the level of Preview Build or Feature
Updates to receive, and when.

* Preview Build - Fast: Devices set to this level will be the first to
receive new builds of Windows with features not yet available to the
general public. Select Fast to participate in identifying and
reporting issues to Microsoft, and provide suggestions on new
functionality.

* Preview Build - Slow: Devices set to this level receive new builds of
Windows before they are available to the general public, but at a
slower cadence than those set to Fast, and with changes and fixes
identified in earlier builds.

* Release Preview: Receive builds of Windows just before Microsoft
releases them to the general public.

* Semi-Annual Channel (Targeted): Receive feature updates when
they are released to the general public.

* Semi-Annual Channel: Feature updates will arrive when they are
declared Semi-Annual Channel. This usually occurs about 4 months
after Semi-Annual Channel (Targeted), indicating that Microsoft,
Independent Software Vendors (ISVs), partners and customer believe

or Feature ~

he first to
bailable to the
and

Is on new

new builds of
lic, but at a
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Configuration Manager Current Branch

=y I

£ » % A . AR : b
© 2 Q¢ B B n & ; = I
History Refresh Feedback | Saved ‘ Install Run Retry Ignore Promote Pre- Download
Check for updates Searches * | Update Pack prerequisite check installation prerequisite wamings production Client
Updates and Servicing Updates Feedback Search Install Download
(- v !@ \ » Administration » Overview » Updates and Servicing »
IAdministration < Updates and Servicing 2 items
4 aﬁ Overview Search
- @ Updates and Servicing Name Date Released State Prereq Only  Ignore Prereg Warning Full Version  Client Version
EQ Features Configuration Manager 1702 Hotfix Rollup (KB4019926) 5/24/2017 8:33 AM  Available to download No No 5.00.8498.1... 5.00.8498.1711
» |1 Hierarchy Configuration l |__quﬁg9_(§_gign_ManageI 1706 7/25/2017 12:00 AM _ Available to download No No 5.00.8540.1... 5.00.8540.1000
T Tt Fﬁ?’ Install Update Pack

% Run prerequisite check

Simple mechanism for Retry installation Stay current:
Updatlng lgnore prerequisite warnings o EaCh WindOWS 1 O release

Promote Pre-production Client

* Right-click, Install Update supported by previous
Pack Pownload ConfigMgr release

 Full functionality with next
release



Configuration Manager Current Branch

EJ SY5tem Center Lonnguration Manager [Lonnected o ¥ - brimary St (evaluation, /1 Gays 1)

Windows 10 Servicing

“ & Oveniew Windows 10 Servicing
* Applicstion Management
7 Software Updtes

 Define servicing plans to indicate the schedule for deploying ==

5] Al Windows 10 Updates @D
N
O%e

2 Servicing Pl
Create Servicing Plan

2 Windons Updte for Business Policies

to devices
« Servicing plans are executed automatically for each feature e .., <A £

update
« Reduces size of updates via use of ESD files

¢ What's New
Deploy Now o
m Producton

Asets and Compliance.

5 sorare by

I Monitoring iy
L e e A Windows 10, version 1703
oo
B Folder Tools| S¥5tem Lenter Lonhguration Manager (Lonnected to PiI - Pimary dite) (tvaluation, /| days lett)
-
3 : " Enable EzCol 3
q @ ) D S, W & &
= iz <
\ D L./ v o’ 4 4 Disable (G Refresh ] @
Create MDT Task | CresteTask  CreateTask  ImportTask | Feedback | Saved Edit Deploy Distribute Create Prestaged SetSecurity | Properties
Sequence Sequence Sequence Media  Sequence Searches - # Bxport X Delete Content  Content File Scopes
Task Sequences Create Feedback | Search Task Sequence Deployment Mave Classify | Properties
&« < [E \ + Softwarelibrary » Overview » OperatingSystems » Task Sequences
Software Library < Task Sequences 2 items
4 & Ovenview Search
» [ Application Management lon | Name Description Package ID Date Created
» [ Software Updates El  Windows 10 Enterprise 1607 x64 Feature Update PRIOO00Y 9/7/2016 946 AM o °
4[5 Operating Systems El  Windows 10 Enterprise 1703 x64 Feature Update: PRIOOOT4 8/4/2017 1248 PM
5] Drivers
Driver Pack
B Driver Packages Windows 10 Enterprise 1703 x64 Feature Update Task Sequence Editor - o x
B8 Operating System Images o -
Add « | Remove | @ @ (3 Propeties Options
B, Operating System Upgrade Packages —_— ] . e
: 5[} Propare for Upgrade Type [roue J
- o ° Oor additional control over the teature upaate aepioymen
[ Tesk Sequences [=RF the ing System | Name: [Prepare for Upgrade ]
@ Upgrade Operating System .
T B oot Cometer Description: QMJZ;S to run inful OS to prepare for upgrads of the operating
» =] Windows 10 Servicing -3 Post-Processing
@ Install Updates
» [ Office 365 Client Management 3 Rollback No sitings are required for this action

P Scripts




Feedback
O | l Feedback

B bystem enter LOnTIgUrB‘IG\I"I Manager onnefied o PRl - Prlmar_',-' Slte) \evaluation, 71 clays ery

-J Home l Search

7

Servicii
update

Reduce

B Folder Tools| %
. e

@ B

o =

Create MDT Task Create Task
Sequence Sequence S

Task Sequences

Software Library

4 & Overview
» [ Application Management
» [ Software Updates
4[] Operating Systems.
5] Drivers
B Driver Packages
Bl Operating System Images
B, Operating System Upgrad
&3 Boot Images
[ Task Sequences
s Virtual Hard Disks
» ] Windows 10 Servicing
» [ Office 363 Client Managem:
P Scripts

(- & |:| % » Software Library » Owerview » Windows 10 Servicing »

Software Library <

Windc

Define
to devi

“ & Overview Windows 10 Servicing

+ [ Application Management
b [ Software Updates

+ ] Operating Systems

Windows 10 Usage Windows 10 Rings

] All Windows 10 Updates
I_," Servicing Plans
,@ Windows Update for Business Policies
» [l Office 365 Client Management
13 Secripts

O

W Windows 10, version 1511
W Windows 10, version 1607
W Windows 10, version 1703

M Long Term Servicing Branch

100 "
Pilot - IT -8
Pilot - Early Adoptars 21 s0 E
Pilot - Early Adopters #2 3
Broad Deployment #1 70 E
Broad Deployment 22 g0 2
Broad Deployment %3
50
404
30
204
I " I 104
<= What's New

Deploy Now o~

g Assets and Compliance
‘ﬁ Software Library

_-__J Meonitoring

i. Administration

Data as af 201704

W Feleaze Ready
e Business Ready
mmm Mear End of Life

M Release Ready M Business Ready

Expired

D o Owe

Create Servicing Plan

Expire Soon

75%;1

M Production

nent

Windows 10, version 1703




Distributing content
using peer-to-peer

[
The server and data center are bottlenecks 0L ]
O
The edges of the network have (] ]
more capacity L]
Using peer-to-peer technologies % S ]
shifts the traffic to the edges Wirlgss cces (((P)) ] E‘ s

« BranchCache (with WSUS, ConfigMgr)
« Delivery Optimization (with WU, WU for Business)

90% or more of the traffic can be shifted

.
I
i

Router

Simple to implement

Switches Data Center Switches

Data Center
Server Server

Great for large and small offices

Immediate return on investment Without peer-to-peer ith peerto-peer
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Modern Deployment (a.k.a. Provisioning)
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PROVISIONING, NOT REIMAGING

@ Take off-the-shelf hardware @ Device is ready for productive use

Transform with little
or
No user interaction




BR Windows10

Windows AutoPilot
End-user experience
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LA T
{n £ www.microsoft.com/store/surfacepro

=E Microsoft Software Devices Entertainment Support Mare Search Microsoft.com ~ " Tom @

Surface Pro - Intel Core i5 /
256GB SSD / 8GB RAM

* %k k¥ (117)

$1,299.00

$1,169.10 For eligible students, faculty or staff at Universities and colleges. Check now

pur product:

ntel Core m3, 128G8 350, 4GB RAM ntel Core i5, 128G8 SSD, 4G8 RAM
I ntel Core 15, 256GE SSD, 3GB RAM ntel Core 17, 256GB SSD, 8G8 RAM
ntel Core 17, 512GB S5O, 16G2 RAM nted Core 17 1TB SSD, 16GB RAM

o000 Add to cart Find in store

Free shipping. Free returns

sic free with purchase. Description

rc S | antas




a
Y Microsoft

£ www.microsoft.com/store/checkout

Review and place order

1. Ship to Anna Anderson (anna@contoso.com)
123 Maple Street
Seattle, WA

l Ship to this address

Tomas Koska
1 Contoso Way
Seattle, WA

| Ship to this address

+ add a new shipping address

2. Pay with wisa  Tomas Koska **5555 7/2021 Change

Billing address: Change

Tomas Koska
1 Contoso Way
Seattle, WA

We're mailing your receipt 16 tomas@contoso.com
anna@contoso.com

' I want to receive email from Microsoft about exclusive offers, products, services, and events.

Items in your order Edit Can

Surface Pro
- Intel Core i5, 256GE 550, 8GB RAM

$1,259.00

T = L e
Order summary Fdit Car
Items (1) £1,2949.00
Shipping: $0.00
Sales Tax: 13
Total $1,430.21

By clicking Place order you agree ta the Terms of Sale

Place order

Meed Help?
Call 1-877-696-7785
Wour order numbser: 1745318849
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Listening...




Listening...




Listening...




Network

Now let's get you connected to a network. That way you get updates, apps and cat videos as soon as possible. How about the
first one on the list? Want to use that one?




Network

Now let's get you connected to a network. That way you get updates, apps and cat videos as soon as possible. How about the
first one on the list? Want to use that one?




& Network

é O ‘ http://captiveportabwi-fijeula/1234.htm




& Network

é O ‘ http://captiveportabwi-fijeula/1234.htm




Network




Network




Change account

0

Listening...

Account

Welcome to ContosoMN!

Enter your ContosoMN email

someone@example.com

Privacy & Cookies

Need help?

Please sign in with your ContosoMN email address

Terms of Use

Next



Change account

0

Listening...

anna@contosomn.com

Need help?

Privacy & Cookies

Account

Welcome to ContosoMN!

Terms of Use

Enter your ContosoMN email

Welcome to ContosoMN

Next




Change account

0

Listening...

Privacy & Cookies

Account

Welcome to ContosoMN!

Terms of Use

Enter your ContosoMN password

Need help?

Welcome to ContosoMN

Next




Network




Network




We're getting everything ready for you.

Don't turn off your PC



This might take several minutes.

Don't turn off your PC



We want everything to be ready for you.

Don't turn off your PC



Let’s Start!



Recycle Bin

Google
Chrome

88  Search Windows

([

® 2 m Q =

Activate Windows
Go to Settings to activate Windows.

3:29 PM
AR 5 ms



Overview:
Employee driven Self-Deployment

Custom imaging expensive, limits HW choice, impairs talent
acquisition

Windows EULA employees not permitted to accept on org- - I

owned devices .
% Home Your |nfo

Non-trivial decision making (Personal vs Org Owned disambig,
Privacy Settings, OEM Registration) generates Helpdesk calls

Find a setting

OOB account is always Admin majority of enterprises want
standard accounts on corp-owned devices

Accounts

E Email & app accounts

€, Sign-in options ANNA ANDERSON

B= Access work or school

OEM/Reseller

»

m)

Employee unboxes
device, self-deploys

Ship i Deliver direct to Employee
4

Off-the-shelf and Shrink-wrapped Devices



WINDOWS AUTOPILOT
DEPLOYMENT PROGRAM

'@l
6

Hardware Vendor

Windows AutoPilot Deployment Service

Upload ‘ 45 ‘ Configure 1
L Device IDs | == RSl 4 =5 Existing Devices
= % == Self
N 7D evice IDs Harvest Device IDs Deploy
'S <
IT Admin M »

Ship . Deliver direct to Employee ﬂ
>

Employee unboxes
device, self-deploys



WINDOWS 10 OFFERS

v" Talk with us regarding assistance we can provide in Windows |0 adoption

v" Deployment Planning Services are available for customers with Software Assurance

v' Leverage the lab content in your own environment

#Arraya



WINDOWS AUTOPILOT DEPLOYMENT PROGRAM

Prerequisites:

«  Windows 10 version 1703 or later

*  Azure Active Directory Premium

Microsoft Intune (or other MDM service)

«  Office 365 ProPlus

*  Microsoft Store for Business account

« Windows 10 Subscription Activation (optional)

#Arraya
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Questions?



Interested in More! Reach out to Arraya today!

DA mssales@arrayasolutions.com

@ http://www.arrayasolutions.com

\\ (866)229-6234

Y @ArrayaSolutions

o
I linkedin.com/company/arraya-solutions

#Arraya



IT DOESN'T HAVE TO END HERE

Book your follow-up meeting and receive a $50 gift card!

= Use the Tech Summit App!
techsummit.arrayasolutions.com

OR

= Utilize the question cards in front of you to
indicate you would like a follow-up meeting

*Limit one per company. Gift card given at time of meeting.

..;;'. A r r ay a 6/5/2019 78



ADDITIONAL RESOURCES

m  Looking at the How and Why of Windows 10 Migrations

m |dentity is the New Security Perimeter

m 5 Tips for Your ‘VWWhat Comes After Windows 7 End of Support? Conversation

®  Arraya Intune & Autopilot Acceleration Program

..;;'. A r r ay a 6/5/2019 79


https://www.arrayasolutions.com/looking-at-the-how-and-why-of-windows-10-migrations/
https://www.arrayasolutions.com/identity-is-the-new-security-perimeter-microsoft/
https://www.arrayasolutions.com/5-tips-for-your-what-comes-after-windows-7-end-of-support-conversation/
https://marketing.arrayasolutions.com/acton/attachment/33571/f-724c469f-5de6-4027-ba56-e6a9a7f1270b/1/-/-/-/-/Intune %26 Autopilot Acceleration Services.pdf

